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Task Overview:

The task at hand involves conducting a retrospective analysis of the ARB token
distribution that commenced in 2023. This analysis aims to unravel any potential
instances of Sybil behavior within the distribution process. Sybil behavior refers to the
creation of multiple accounts by a single entity to gain an unfair advantage or
manipulate a system.



Introduction:

This comprehensive report embarks on an in-depth analysis of transactions stemming
from an airdrop campaign executed on the Arbitrum network. At its core, the analysis
endeavors to unravel the intricate distribution and flow of tokens among recipients,
starting from the inception of the airdrop on March 23, 2023. Moreover, it also delves
into the potential occurrence of a Sybil attack during the campaign, presenting a
post-mortem examination meticulously outlining the methodologies utilized to
scrutinize such a scenario. Through a fusion of these objectives, this report aims to
provide a holistic understanding of the dynamics surrounding the Arbitrum Airdrop,
shedding light on both its intended distribution mechanisms and the possibility of
adversarial actions within the ecosystem.

Methodology:

1. Data Collection: The initial step involved retrieving transactional data pertinent to the
Arbitrum network's airdrop campaign. Dune Analytics, a renowned platform for
blockchain data analytics, served as the primary source. Leveraging Dune Analytics, I
accessed transactional records from blockchain explorers, ensuring a comprehensive
dataset for subsequent analysis.

2. Preprocessing: Upon acquiring the raw data, preprocessing was imperative to ensure
its quality and relevance. This stage involved data standardization and cleaning
processes aimed at removing non-wallet addresses, redundant entries, and irrelevant
information. By refining the dataset, we ensured that subsequent analyses were
conducted on accurate and pertinent data points.

3. Query Formulation: Crafting effective queries was pivotal to extract meaningful
insights from the dataset. Queries were meticulously designed to retrieve transaction
details, including sender addresses, recipient addresses, transaction amounts,
timestamps, and transaction hashes. These queries were tailored to capture the
dynamics of token transfers during the airdrop campaign accurately.

4. Analysis Techniques: The analysis employed a multifaceted approach, integrating
various techniques to uncover patterns and anomalies within the dataset. Descriptive



statistics provided initial insights into transaction frequencies, volumes, and
distributions. Clustering algorithms were then applied to identify distinct groups of
addresses exhibiting similar transactional behaviors. Visualization tools were
instrumental in presenting the findings effectively, facilitating intuitive interpretation.

5. Cluster Analysis: One of the key components of the analysis was cluster analysis,
aimed at identifying cohesive groups of addresses based on transactional patterns. By
clustering addresses with similar transactional behaviors, we gained insights into the
network's structural organization and participant interactions. This enabled us to
discern notable clusters representing significant transactional activities.

6. Sybil Attack Detection: A critical aspect of the analysis involved scrutinizing
transactional patterns to detect potential instances of Sybil attacks. Sybil attacks occur
when a single entity manipulates a network by creating multiple identities or accounts.
By analyzing transactional flows and identifying sources of tokens, we assessed the
likelihood of coordinated efforts to influence the network illegitimately.

7. Validation and Interpretation: Throughout the analysis, findings were rigorously
validated through cross-referencing with external sources and benchmarking against
established standards. Interpretation of results was guided by domain expertise and
contextual understanding, ensuring the derivation of meaningful insights and actionable
conclusions.



Analysis Findings:

1. Initial Query Results:

The initial query was formulated to identify all recipients of the Arbitrum Airdrop
campaign and analyze their transactional activities. From the dataset, the following
columns were extracted:

● to: The addresses where Arbitrum Airdrop tokens were transferred. This column
included both wallet addresses and contract addresses initially.

● Transaction Count (transfer_count): The total number of transactions made to
each recipient address.

● Total Amount Sent (total_amount_sent): The cumulative sum of Arbitrum Airdrop
tokens sent to each recipient address.

Initially, the "to" column included both wallet addresses and contact addresses. To focus
solely on wallet addresses, a filtering process was implemented, removing all contract
addresses from the "to" column. Subsequently, the analysis centered on the wallet
addresses present in the "to" column to gain insights into the distribution of tokens
among individual recipients.

These results provide valuable insights into the frequency and volume of token transfers
to individual recipients after the initiation of the airdrop. Additionally, the image below
illustrates the output obtained from the query, displaying the three columns mentioned
above and the corresponding data types.



source: Source_link

2. Identification of Key Addresses:

Upon analyzing the initial query results, two addresses were identified as significant:

Address 1: 0x00453979eec8d0d2f204e742039494dd796bae4f
Address 2: 0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e

Further investigation was deemed necessary to understand the transactional patterns
associated with these addresses.

3. Detailed Analysis of Address 1:
0x00453979eec8d0d2f204e742039494dd796bae4f

A query was executed to scrutinize transactions involving Address 1. The following
information was retrieved:

-Sender Address (from): wallet addresses initiating the transactions, and sending ARB
tokens.
- Recipient Address (to): wallet addresses receiving the ARB tokens
(0x00453979eec8d0d2f204e742039494dd796bae4f).
- Amount Transferred: The quantity of ARB tokens transferred in each transaction.
- Block Time: The timestamp indicating when the transaction occurred.
- Transaction Hash: Unique identifiers for each transaction.

These insights shed light on the movement of ARB tokens to and from Address 1,
providing valuable information about its role in the post-airdrop token ecosystem.

https://dune.com/queries/3551977


Sources: Sources_link

Analysis:

The output from the query reveals that a total of 17 addresses claimed ARB Arbitrum
tokens from the airdrop campaign. Among these, all tokens were transferred to Address
0x00453979eec8d0d2f204e742039494dd796bae4f, except for one address
(0xcb09dbc37c976882206dd67cb507325db8100dd8), which had a remaining balance.

After further analysis of Address 0xcb09dbc37c976882206dd67cb507325db8100dd8,
it was discovered that while it claimed only 1625 tokens from the airdrop, a total of 5000
tokens were sent to it. Subsequently, a more in-depth examination of this address was
conducted to investigate the discrepancy.

The image illustrates the output obtained from the query, providing visual confirmation
of the transactional details analyzed.

4. Investigation of Address
0xcb09dbc37c976882206dd67cb507325db8100dd8

A subsequent query was conducted to examine transactions involving Address
0xcb09dbc37c976882206dd67cb507325db8100dd8. The query revealed:

https://dune.com/queries/3551983


Sources: Sources_link

-Sender Address (from): wallet addresses initiating the transactions, and sending ARB
tokens.
- Recipient Address (to): wallet addresses receiving the ARB tokens
(0xcb09dbc37c976882206dd67cb507325db8100dd8).
- Amount Transferred: The quantity of ARB tokens transferred in each transaction.
- Block Time: The timestamp indicating when the transaction occurred.
- Transaction Hash: Unique identifiers for each transaction.

Analysis:

The output from the query reveals that a total of 9 addresses claimed ARB Arbitrum
tokens from the airdrop campaign. Among these, all tokens were transferred to Address
0xcb09dbc37c976882206dd67cb507325db8100dd8.

The image visually represents the query output, confirming the transactional details
analyzed.

https://dune.com/queries/3552020


5.1 Cluster 1:

Outgoing Transactions to Address 0x00453979eec8d0d2f204e742039494dd796bae4f
The primary cluster identified was characterized by outgoing transactions from 17
addresses to address 0x00453979eec8d0d2f204e742039494dd796bae4f. These
transactions constituted the majority of token transfers from the airdrop campaign. The
consistent flow of tokens to this address suggests a centralized distribution
mechanism, possibly indicative of a coordinated effort or predetermined allocation
strategy.

Sources: Sources_link

This analysis provides insight into the centralized distribution pattern observed within
the ARB Arbitrum token ecosystem, highlighting the significance of address
0x00453979eec8d0d2f204e742039494dd796bae4f in receiving tokens from multiple
addresses.

https://gateway.lighthouse.storage/ipfs/QmRcPaWrK2K2bzMQH29Rrzuip7FturDaApZ3mFj9UeeGin


5.2 Cluster 2: Address 0xcb09dbc37c976882206dd67cb507325db8100dd8

A secondary cluster was identified, centered around address
0xcb09dbc37c976882206dd67cb507325db8100dd8. This address received ARB
Arbitrum tokens from 9 distinct addresses that had claimed tokens from the airdrop.
The transactions indicate a flow of tokens from multiple sources to address
0xcb09dbc37c976882206dd67cb507325db8100dd8, suggesting a coordinated transfer
of tokens to this specific address.

Sources: Sources_link

This clustering reveals a distinct pattern within the token distribution network,
highlighting address 0xcb09dbc37c976882206dd67cb507325db8100dd8 as a
significant recipient of tokens from various sources involved in the airdrop campaign.
Further analysis of this cluster may uncover additional insights into the token
distribution dynamics and potential anomalies within the ecosystem.

https://gateway.lighthouse.storage/ipfs/Qmcv5Df761MZXZLMwHSAgpxzZq9phkYnH9tX2XE4kndaJz


5.3 Cluster 3: Merged Addresses

Cluster 3 represents a merger of addresses
0x00453979eec8d0d2f204e742039494dd796bae4f and
0xcb09dbc37c976882206dd67cb507325db8100dd8.

-Cluster Code:

# Create a directed graph

G = nx.DiGraph()

# Add edges from data1 (from -> to)

G.add_edges_from(data[['from', 'to']].to_numpy())

# Add edges from data2 (from -> to)

G.add_edges_from(data1[['from', 'to']].to_numpy())

# Create positions for nodes (spring layout)

pos = nx.spring_layout(G)

# Create edge traces

edge_x = []

edge_y = []

for edge in G.edges():

x0, y0 = pos[edge[0]]

x1, y1 = pos[edge[1]]

edge_x.extend([x0, x1, None])

edge_y.extend([y0, y1, None])

edge_trace = go.Scatter(

x=edge_x, y=edge_y,

line=dict(width=0.5, color='#888'),

hoverinfo='none',

mode='lines')

# Create node traces

node_x = []

node_y = []

node_text = [] # Text to display when hovering over nodes

for node in G.nodes():



x, y = pos[node]

node_x.append(x)

node_y.append(y)

# Use node as text

node_text.append(node)

node_trace = go.Scatter(

x=node_x, y=node_y,

mode='markers',

hoverinfo='text',

hovertext=node_text)

# Create figure

fig = go.Figure(data=[edge_trace, node_trace],

layout=go.Layout(

title='Network Graph of Transactions',

titlefont_size=16,

showlegend=False,

hovermode='closest',

margin=dict(b=20,l=5,r=5,t=40),

annotations=[ dict(

text="Python

code:<ahref='https://plotly.com/'>Plotly</a>",

showarrow=False,

xref="paper", yref="paper",

x=0.005, y=-0.002 ) ],

xaxis=dict(showgrid=False, zeroline=False,

showticklabels=False),

yaxis=dict(showgrid=False, zeroline=False,

showticklabels=False))

)

fig.show()

fig.write_html('C:/Users/Desktop/Sybil_Addresses.html')

Network Graph Visualization:

https://plotly.com/


The provided Python code generates a network graph visualization illustrating the
transactional relationships within the ARB Arbitrum token ecosystem. The graph
highlights the flow of tokens from sender addresses to receiver addresses, offering
insights into the distribution patterns and interactions among participants.

Address 0x00453979eec8d0d2f204e742039494dd796bae4f received ARB Arbitrum
tokens from 17 distinct addresses during the airdrop campaign. Among these
addresses, one significant contributor was
0xcb09dbc37c976882206dd67cb507325db8100dd8, which sent ARB tokens to address
0x00453979eec8d0d2f204e742039494dd796bae4f. This merging of addresses
indicates a convergence of token flows, suggesting a potential association or
collaborative effort between the two addresses within the token distribution network.

Sources: Sources_link

By merging these addresses into a single cluster, we aim to understand better the
interconnectedness and collaborative patterns among participants in the ARB Arbitrum
token airdrop campaign. Further analysis of this merged cluster may provide deeper
insights into the dynamics of token distribution and potential coordination among
participants.

Further examination of the remaining clusters sheds light on additional patterns and
anomalies within the token distribution network.

https://gateway.lighthouse.storage/ipfs/QmWooxPP3Gm3qxuz8g3EkTfoYqwjCQDfdkHBM7VpURubzY


Insights and Implications:

The identified clusters provide valuable insights into the token distribution dynamics
and potential coordination among participants in the ARB Arbitrum token airdrop
campaign. The centralized distribution patterns observed underscore the significance of
certain addresses in receiving tokens from multiple sources, warranting further
investigation into the underlying mechanisms and potential collaborative efforts within
the ecosystem. This analysis lays the foundation for understanding the network
dynamics and devising strategies to enhance transparency and integrity within the ARB
token ecosystem.



6. Address 2: 0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e

This address has a transfer count of 1502. To analyze this address, I conducted a query
to trace all transactions associated with it. The query returned 1502 rows of data,
indicating that these 1502 addresses claimed ARB tokens from the airdrop campaign.
Subsequently, all tokens from these addresses were sent to the address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e.

The transactions involving these 1502 addresses occurred between 2023-03-23
(16:42) and 2023-03-24 (10:24). This timeframe suggests that immediately after
claiming the ARB tokens, the tokens were promptly transferred to address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e.

Sources: Sources_link

https://dune.com/queries/3552033


Sources: Sources_link

To determine whether the activity involving address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e constitutes a Sybil attack, further
analysis was conducted. A SQL query was executed to identify the source of ETH
transactions for all 1502 addresses associated with address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e. The query outputs the following
columns:
- from_address: This column denotes the Ethereum wallet address that initiated the
transaction, i.e., the sender of the ETH.
- to_address: This column represents the Ethereum wallet address that received the
transaction, i.e., the recipient of the Ethereum.
- first_transaction_time: This column indicates the timestamp when the first transaction
occurred between the sender and recipient addresses.
- amount: This column specifies the quantity or amount of Ethereum transferred in the
transaction.
- symbol: This column denotes the symbol or currency code associated with the
transaction, which in this case is Ethereum (ETH).

Upon analysis of the query output, it was found that all 1502 addresses received their
first Ethereum transaction from a single address,
0xa60113f7d43130919802b0863abdcdb956664fd5. This indicates that a single entity
or source was responsible for providing Ethereum to all these addresses for their initial
transactions.

https://dune.com/queries/3552042


Based on this finding, raises concerns about the possibility of a Sybil attack. A Sybil
attack occurs when a single entity creates multiple identities or accounts to gain a
disproportionately large influence or control over a network. In this case, the
concentration of Ethereum transactions from a single source to multiple addresses may
suggest a coordinated effort to manipulate the network.

Further investigation and analysis of the transactions and activities associated with
these addresses are warranted to determine the extent and nature of the potential Sybil
attack. The image and sources link for the SQL query are available for reference and
validation of the findings.

For further analysis without attributing blame, I conducted a query to retrieve the last
transaction block time for all 1502 addresses associated with the address
0xE1E271a26a42d00731Caf4c7ab8ed1684510ab6e. The query output consists of two
columns:

- address: This column contains the Ethereum wallet addresses associated with the
analysis. Each row corresponds to a unique address.

- latest_transaction_date: This column displays the timestamp indicating the date and
time of the most recent transaction involving each respective Ethereum wallet address.
Each row represents the latest transaction date for the corresponding address.

Upon examination of the output, it was observed that the majority of addresses had
their latest transaction date in April 2023, with April 30 being the most common date.

This analysis provides additional insight into the transactional activities associated with
address 0xE1E271a26a42d00731Caf4c7ab8ed1684510ab6e, shedding light on the
timing of the last transactions without assigning culpability.

Attached below is the image displaying the output data, showcasing the addresses and
their corresponding latest transaction dates. Additionally, the sources link for this query
is provided for further reference.



Sources: Sources_link

https://dune.com/queries/3552070


Conclusion:

In summary, the analysis of the Arbitrum Airdrop campaign has provided valuable
insights into the distribution dynamics and potential adversarial activities within the
ecosystem. Through a meticulous examination of transactional data and clustering
patterns, several key findings have emerged.

Summary of Findings:

● The initial query revealed significant recipient addresses, notably
0x00453979eec8d0d2f204e742039494dd796bae4f and
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e, which played pivotal roles in
the token distribution network.

● Detailed analysis of Address 1
(0x00453979eec8d0d2f204e742039494dd796bae4f) and Address
0xcb09dbc37c976882206dd67cb507325db8100dd8 unveiled distinct
transactional patterns and clustering behaviors, shedding light on centralized
distribution mechanisms and collaborative token flows.

● The investigation into Address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e raised concerns about the
potential for a Sybil attack, highlighting the need for further scrutiny and
monitoring of Ethereum transactions associated with this address.

Implications of the Analysis:

● The centralized distribution observed in certain clusters underscores the
importance of transparency and fairness in airdrop campaigns to maintain trust
and integrity within the ecosystem.

● The potential occurrence of a Sybil attack emphasizes the vulnerability of
decentralized networks to malicious actors and necessitates robust measures
for detection and mitigation to safeguard against such threats.

Recommendations for Further Investigation:

● Conduct a deeper analysis of Ethereum transactions associated with Address
0xe1e271a26a42d00731caf4c7ab8ed1684510ab6e to ascertain the extent and
nature of the potential Sybil attack.

● Explore additional clustering techniques and data visualization methods to
uncover hidden patterns and anomalies within the token distribution network.



● Collaborate with blockchain security experts to develop proactive strategies and
mechanisms for identifying and mitigating adversarial activities in future airdrop
campaigns.

In conclusion, this analysis serves as a foundation for ongoing research and exploration
into the dynamics of token distribution and security within decentralized networks. By
leveraging data-driven insights and collaborative efforts, we can work towards fostering
a more resilient and trustworthy environment for blockchain ecosystems to thrive.


